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Top 10s of Interest to Information Security

The next chapter

':I‘;e‘iz';f?hwz“(;l": hg:“i;:‘ We've all seen them. Top 10 lists. Maybe you think they are the most insightful,
Pdez}or details! maybe they are the most bizarre, maybe your ‘normally trusted’ source for “solid

reporting/research” has given you the impression that they’re finally off their rocker.
Just remember that you can use various Top 10 lists as a jumping off point for re-
searching current events for a topic of interest, or of a way to begin researching an
unfamiliar trend that affects your Industry.

Inside this issue: -Gary Kretzer, ISSA-KC Secretary
Top 10s of Info Top 10 information security trends for 2010
Security http://homelandsecuritynewswire.com/top-10-information-security-trends-2010
May Meeting OWASP TOP 10 for 2010 released
Details http://www.owasp.org/index.php/OWASPTop10-2010-PressRelease
Teachable Moments Tippett's Top 10 Security Predictions
from movies http://blogs.bankinfosecurity.com/posts.php?postiD=544
Sponsors Have a Top 10 list you found interesting?
Please let me know, secretary@issa-kc.org and | can share
CPE Opportunities reader submissions next month.

ISSA Web Conference (View Recorded Webinar)

https://www?2.gotomeeting.com/register/934736234
ISSA Web Conference - Application Security: Selling Application Security to Upper Management

Even the most secure operating systems can be compromised by your applications. That is, an
insecure application could allow your infrastructure to be compromised. Given this issue, how
do you convince your management that this may be the case! In addition, once you have
convinced them, cover what steps can be taken to mitigate the risk. This session will provide an
insight into certifications and techniques that could be used to minimize the potential risks.
CPE Credit Available: ISSA Members will be eligible for a certificate of attendance,
after successful completion of the post event quiz.

If you need assistance connecting to the webinar or conference, please contact Dana Paulino, dpau-

Important Dates: . . o ‘
lino@issa.org, 866-349-5818 (Toll free within US), 206-388-4584 (International) ext. 103.

May 24th, 2010
RSVP Deadline for the

Upcoming ISSA-KC Monthly Meeting Schedule

May 27th, 2010

Monthly Meeting
Thursday June 24, 2010 Thursday July 22, 2010 Thursday August 26, 2010

To Be Announced To Be Announced To Be Announced
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May Monthly Meeting

Date: Thursday, May 27, 2010

Time: 11:30 a.m. - 12:00 p.m. - Lunch & Registration
12:00 p.m. - 1:00 p.m. - Meeting & Presentation

1:00pm - 1:30 p.m. - Questions, Answers & Networking

RSVP: By |1:00 p.m. on Monday,
Place: Hereford House

5001 Town Center Drive May:24,2010lusing
Leawood, KS 6621 1-2060 Event Code: 4PNR5TUPXUSG ,
(913) 327-0800

your Cvent Invite RSVP link (email) ,
http://www.herefordhouse.com/content/leawood.php

or at http://www.issa-kc.org/

Lunch: Choice of one
-Bacon-Wrapped Beef Tenderloins
-Oven Roasted Salmon
-Chicken Picatta
Includes
Baked Potato
House Salad

Meeting Cost: Members: $20 Meeting Credit(s): | CPE credit
Non-Members: $25 No shows will be billed

Topic: “Laws of Vulnerabilities”

This presentation is a unique view of vulnerability data compiled from millions of
systems and gathered from over 100 million scans worldwide. Within 24 months,
critical vulnerabilities were identified on real-world systems and categorized by industry.
This research shows critical vulnerabilities and relationship to threats, time-to-patch

trends and other factors that affect remediation efforts.

Speaker: Paul Klahn, Qualys

Paul Klahn served 10 years as a police officer / detective / sergeant for the Overland
Park Police Department. Paul worked 6 years in a leadership role with a nationwide
information security reseller and consulting company. After a short year as a business
unit information security officer for a nationwide insurance company, Paul joined
Qualys. Paul is serving as Director, Field Operations, leading an enterprise account

management team for the central US for the past 2 years.

Paul holds Certified Information Systems Security Professional (CISSP) and Visa
Qualified Data Security Professional (QDSP) certifications, and has earned his MBA at

MidAmerica Nazarene University and BBA and MIS degrees at lowa State University.
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Which movie has the clearest ethical message on information security?

Have you thought outside the box lately? Do you have ‘teachable moments’ for your co-workers or
management team(s) regarding Information Security? What better way to approach a critical
security topic, than to start a casual conversation about a blockbuster movie, or a cult-classic, or even the
“best "'worst’ movie” and easethe conversation into the take-a-way-moral.
Maybe this Connect ® survey/poll will help stimulate a conversation or two.

-Gary Kretzer, ISSA-KC Secretary

Which movie has the clearest ethical message on information security?
https://connect.issa.org/community/primary/blog/2010/04/0 | /ethics-movie-award

Cast your vote to select the ISSA Members Choice and add your voice to the discussion on the movies that
best capture the dilemmas we face when information security meets its ethical consequences.

Antitrust (2001) Breach (2007) Enemy of the State (1998)
Firewall (2006) War Games (1983) Untraceable (2008)
Jurassic Park (1993) Live Free or Die Hard (2007) The Net (1995)

Sneakers (1992) The Groundstar Conspiracy (1972)

Is Certification the Solution?

http://connect.issa.org/thread/ 1495

Hotly debated and never resolved, the "Is certification relevant?" question is back again. Proposed
legislation will require certification of cybersecurity professionals who protect US Critical Infrastructure
Information Systems. But, is certification an effective part of the solution? We invite you to provide your
insight, share your experience and present alternatives.

We are asking ISSA members to take a position on whether certification prepares you to better serve your
organization’s security needs. Thus far 58% believe certification increases awareness, but isn’t the total
solution. Let your opinion be heard. Please participate in the poll.

Give Us Your Suggestions!

We are constantly looking for fresh ideas for topics, speakers

or locations for our monthly meetings.

=

If you would like to speak at a meeting, we would love to hear from you!

Contact Dan Boeth with your ideas at programs@issa-kc.org

Get LinkedIn® with the Kansas City Chapter

Please look for us on LinkedIn. Look for the group “ISSA Kansas City Chapter”
or use the link below

http://www.linkedin.com/groups?gid=55708
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About ISSA

The Information Systems Security Association (ISSA) is an interna- INFORMATION

. o . . . SYSTEMS SECURITY

t:oanI orgarflzatlon prov:fh.ng educational forums, pubhcat:on.s and ASSOCIATION
peer interaction opportunities that enhance the knowledge, skills and

professionalism. The primary goal of ISSA is to promote management s T

. . g s . . 1o CHAPTER
practices that will ensure availability, integrity and confidentiality of
organizational resources.
Chapter Sponsors
The Chapter extends its gratitude to the following sponsors:
Gold Level Sponsors
® .
QUALYS'  depthsecuriy
Silver Level Sponsors
S Y S T E M S ”Sk.v
OﬂOWTlCS President
Jeff Blackwood
m president@issa-kc.org
S EC U RITY PS Vice President/Program
Director
STRATEGIC INFORMATION SECURITY Dan Boeth

programs@issa-kc.org

Bronze Level Sponsors
Secretary

EEE Gary Kretzer
secretary@issa-kc.org
V e s q Treasurer
Paul Klahn

treasu rer(@issa- ke .org

Director of Membership
Jeff Hansen

ISSA Webcasts Director of Education

Michelle Moloney
certification @issa-kc.org
For up to date information on earning CPE credits, or finding additional information, | Librarian

L . . . Jo Ann Fisher
by viewing recorded security related webcasts & webinars, as well as Upcoming | 10 o & ke or
Live ISSA Web Conferences, please remember to visit

Past Presidents
https://www.issa.org/Resources/Security-VWebcasts/ Bob Reese

Tom Stripling
pastpresident@issa-kc.org
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